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PeerlLock Server v2.0

File Option: Action Help Evaluation

@ JDptions @
Source Target Sub-folders
C:hUsers Wiorkstationd S CEWU gers MWiworkstationBAC...  On

<Double-Click Here to Add a Selection:

i I

[ Locked Files: 12 | Released Files: 12

Target File Path Locked Diuration Acceszed By Target Access Allowed  Source File Path ol
Wwforkstationt\CP D sersNwWork 3 nls 9421/2007 92430 AW 00:00:32 MONIKAD Read oAU zersiworkd wls
WwforkstationBACP U sersNwWork 3 nls 9421/2007 92430 AW 00:00:32 MONIKAD Read oAU zersiworkd wls
WwforkstationA\CP D sershiWork2 el 942172007 9243 AW 00:00:30 MOMNIKAD Read Collzerswork? vls
WwforkstationBA\CE D sershiwork2 el 942172007 9243 AW 00:00:30 MOMNIKAD Read Collzerswork? vls
WwforkstationA\CE D sershiworkT el 942172007 9243 AW 00:00:30 MOMNIKAD Read CollzerswWork s
WewforkstationBACE D sershiwork T wle 942172007 92431 AW 00:00:370 MOMNIKAD Read Cohlgersiwiork s
LwiwforkstationdAC$\UsershDoc3 doe 9/21/2007 92431 AM 00:00:31 MOMIEAD Fead C:AUgers\Doc3 doc
LwiwforkstationBAC$\UsershDoc3 doe 9/21/2007 92431 AM 00:00:31 MOMIEAD Fead C:AUgers\Doc3 doc
LaiwforkstationdAC$\UsershDoc2 doe 9/21/2007 92431 AM 00:00:31 MOMIEAD Fead C:AUgers\Doc? doc
WdarkstatiornBACE\Users\Doc2 doc 9421/2007 9:24:31 AWM 00:00:31 MOMIKAD Read C:\Jzers\Doc2 doc

Messages: 0 Running - dctive Locks : 12

The manufacturer of PeerLock makes no warranties, implied or otherwise, for use of this product. User assumes all
responsibility for any data loss or damage.
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1.1  Getting Started

Welcome to PeerLock. This product secures a user's files across a network of machines,
ensuring that all copies of the files are locked while the user is working with the file. This
security protects against multiple revisions occurring simultaneously on different machines.

How It Works

When a user opens a file in a watched folder, the corresponding target file is immediately
locked on the other machines specified in the user selection list. Other users cannot make
modifications to this file. When the user closes the file, the files residing on the other
machines are immediately unlocked, and can now be used to make changes. PeerLock is
designed to work with our PeerSync and Save-N-Sync products as to offer a total locking
and synchronization solution.

Configuration

When using PeerLock specific environments will require certain options to be
enabled/disabled. Each environment is unique and may require modifying the default
options through the interface or by using Command Line Arguments. For more help on how
to configure PeerLock for your environment please visit the support section on our website at
http://www.peersoftware.com/support.html.
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PeerLock Installations and Registration

PeerLock is shipped (downloaded) in a full installation program. To run, simply double click
on the executable file from the explorer (or choose Start Menu Run option and the select the
application).

Evaluation copies do not require user information and passwords. Registration copies
require you to enter a Registration Key into the Register Software Screen. When purchased,
Peer Software will send the Authorization Key required to unlock PeerLock's Evaluation.
This key is to be entered during the installation of the software.

If this is an unregistered or evaluation copy of PeerLock, you can register it with Peer
Software, Inc. as a fully licensed copy by providing credit card information via phone or
secure Internet registration, or by sending a check or money order to the address below (see
included "readme.txt" file for pricing information).

Register online via secure internet credit card registration at http://www.peersoftware.com

Register by phone via credit card by calling:
631.979.1770 between the hours of 9:00 AM and 5:00 PM EST

Register by mail, send check or money order to:
Peer Software, Inc.

4155 Veterans Highway, Suite 12
Ronkonkoma, NY 11779-6063

Upgrade Information

As new updates/changes become available, updated versions of the software will be posted
on our web page http://www.peersoftware.com. Check this page periodically to download
the latest executables. Your Authorization Key will continue to work with updated versions
unless a major release is issued, or PeerlLock is installed in a different folder than the
previously installed/authorized version. Please refer to the WhatsNew and/or ReadMe files
shipped with the PeerLock installation for the latest upgrade information.

Product Support

All support of PeerLock will be handled on our website (http://www.peersoftware.com)
support page for this product.

Terms And Conditions

Read License agreement before using this program.

Suggestions, Comments, or Requests for Support:

Peer Software, Inc.
4155 Veterans Highway, Suite 12
Ronkonkoma, NY 11779-6063

Phone: 631.979.1770
FAX: 631.979.1870
Email: support@peersoftware.com
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The manufacturer of PeerLock makes no warranties, implied or otherwise, for use of this product. User assumes all
responsibility for any data loss or damage.
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1.2 Main Menu

File Options Wiew Ackion Help Evaloation

File Menu

Save Defaults

Once selected, this option stores out all the interface settings
or changes to the Configuration file.

Shortcuts

This menu item allows you to create a shortcut either on the
Desktop or Startup folder. The /AM command line argument
will be appended to this shortcut so that PeerLock will
automatically start when launched from the shortcut.

Service

Provides ability to Install and Uninstall the PeerLock service as
well as ability to open the Services dialog. To start the
PeerLock service, close the PeerLock application, open the
Windows Services dialog, right-click on the PeerLock Utility
Software item and select Start. Be sure PeerLock is configured
to run under a Domain Administrator account that has full
access to all the source and target resources.

Exit

This menu item will terminate PeerLock.

Options Menu

Detection Options...

This menu item will open the Detection Options dialog to
specify the mode PeerLock will use to detect that source files
are open.

Lock Options...

This menu item will open the Lock Options dialog.

Release Options...

This menu item will open the Release Options dialog.

Product Interaction

This menu item will open the Product Interaction dialog.

Internal File This menu item will open the Internal File Management dialog.
Management
Application This menu item will open the Application Include/Exclude

Include/Exclude

dialog.

Reporting

This menu item will open the Reporting dialog.

All Global Option

Displays the Global Options dialog which shows all the above
dialogs in a tabular format for easy access.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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View Menu

Tray Icon Provides ability to hide/show the Tray Icon. By default the Tray
Icon is displayed at runtime when PeerLock has been started
and is in a running state.

Toolbar Provides ability to hide/show the Toolbar. By default the

Toolbar is displayed.

Selection List

Provides ability to hide/show the Selection List. By default the
Selection List is displayed.

Status Bars

Provides ability to hide/show the Selection List Status Bar and
the Lock/Release List Status Bar. By default these status bars
are shown.

Folders Provides ability to Create and View the source and target
folders of the current selections. If the folders do not exist,
PeerLock will create them. This option will tile the folders on
the left side of the screen in an orderly fashion.

Log File Provides a quick way to View and Clear the current log file.

Messages Opens the Messages dialog to view any messages that have
occurred during the current operation.

Use Skins Provides option to enable/disable the use of skins. By default

the use of Skins is enabled. We recommend disabling this
option when running on machines that use 256 color resolution
or lower.

Action Menu

Selections

Provides ability to Add, Update, and Delete a Job/selection.
These options are also available from the Selection List Status
Bar and the Selection List Popup Menu.

Auto Start

When enabled PeerLock will be started and begin the locking
process automatically when the user interface is started. By
default Auto Start is disabled.

Start

When clicked PeerLock will begin the locking process. Close
the PeerLock application in order to start the service.

Stop

When clicked PeerLock will end the locking process and
release all the handles it currently has on the target files.

Release All Locks

PeerLock will release the lock handles of all the files currently
locked on the target folders. When using this option the target
files will not enter the Idle period before being released. If
using Local Detection, the target files will be permanently
released. The source files would need to be closed and
re-opened for the lock handles to be re-applied to the target
files. When using Server Detection, the target files will be
temporarily released. If at the next Lock Frequency interval
PeerLock detects that the source files are opened, it will
re-apply the lock handles to the target files. Once an item is

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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released it will be added to the Release list.

Help Menu
PeerLock Help Opens this Help File.
Online Resources Provides links to various online resources such as support

documentation, guidelines for collaboration configuration, link
to our online support forum, and other useful website links.

Create System Info File | Allows you to create a system info file (Sysinfo.nfo) that you
on Desktop can submit to our support team for troubleshooting purposes.

Register PeerLock Opens the Registration window to view or modify the PeerLock
activation keyl/license.

About PeerLock Opens the About screen for a summary view of the current
PeerLock version/build and provides access to the
Registration dialog.

Evaluation Menu (Available only during evaluation/trial modes)

Register PeerLock Opens the Registration window to view or modify the PeerLock
activation keyl/license.

About PeerLock Opens the About screen for a summary view of the current
PeerLock version/build and provides access to the
Registration dialog.

Notes:

1. Options and Action features can be set via Command Line Arguments.

2. For more information on Options and Action features see Command Line Arguments.

3. The Create/View and Close Folder Selections in MS Windows Explorer features are only available in the Server
Edition of PeerLock.

4. Service features are only available in the Server Edition of PeerLock.

5. If you install PeerLock Server as a service, you must configure it to use an account that has access to all folder
selections (i.e. a domain\admin account).

6. If you install PeerLock Server as a service, you can still run it as an application but you should run only one
instance (Application or Service) at a time.

1.3  Toolbar
I @ Start | Dptions = &

Toolbar Items

The Toolbar section allows you to quickly access most of the commonly used menu items.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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This section can be viewed/hidden by selecting/unselecting it under the View Main Menu

item.

Save Settings Allows you to save the current application settings as the
default settings.

Start Allows you to start the current selections.

Stop Allows you to stop the current selections.

Options Provides quick access to the Global Options dialog.

Help Allows you to access this help file.

1.4 Selection List

1.4.1 Overview

Sowce o Target
C:Usersh e
<Double-Click Here to Add a Selection:

idd [ updste ||  Delete | Selection Count:1

Selection List Columns

The columns displayed on this panel can be shown/hidden by choosing Column
Selections... from the Selection List Popup Menu. You may also reposition the columns
simply by dragging them to a desired position. The Selection List can be shown/hidden via
the View menu. The default columns are Source, Target, and Sub-folders.

Source Displays the folder that you wish to monitor for files that are
opened.

Target Shows the folder or a list of folders where the files that you
wish to be locked upon a source file open reside.

Sub-folders Displays the option to watch just the root of the folder (Off) or
to include sub-folders of your Source and Target selection
(On).

Include Shows the masking of the types of files you wish to include.

File types are specified by a star command followed by the file
extension (i.e. *.doc;*.txt, etc.). The default setting ( * )
includes all files. Multiple Inclusions will be semi-colon
delimited. Inclusions are not case sensitive, i.e. A = a.

Exclude Shows the masking of the types of files you wish to exclude.
File types are specified by a star command followed by the file
extension (i.e. *.doc;*.txt, etc.). Multiple Exclusions will be
semi-colon delimited. Exclusions are not case sensitive, i.e. A
= a.

Source Connect As Displays the username (if any) specified to allow PeerLock
connection to the source directory that is not accessible using
the current logged on account.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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Target Connect As Displays the username (if any) specified to allow PeerLock
connection to the target directory that is not accessible using
the current logged on account.

Notes:

1. Please refer to Product Editions for Selection Limits.

2. PeerLock allows for 255 Source Selections with each allowing for up to 100 Targets.

3. Folders can be dragged and dropped from MS Windows Explorer into these fields.

4. The drop-down lists will be dynamically populated with source-target folders, as they are set.

5. You can delete items from drop-down lists by dropping the list and selecting the item and pressing the delete
key.

6. UNC names can be entered manually, or can be selected from the Network Neighborhood.

7. UNC names will appear in the form: \COMPUTER\SHAREDDEVICE\PATH
1.4.2 Status Bar

Add | Update || Deete | Selection Count:1

Selection List Status Bar ltems

Provides the ability to Add, Update, and Delete source and target folder entries.

Add This button will display the Add Selection Screen where you
can select a source and target folder list, and the ability to
include sub-folders.

Update Displays the Update Selection Screen where you can edit the
source and target folder list,and the ability to include
sub-folders. This button is enabled when a Selection List item
is selected.

Delete Delete the selected item from the Selection List. This button is
enabled when a Selection List item is selected.

Selection Count Status | Display of the current selection count.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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1.4.3 Add Selection Screen

Peerlock - Add Selection - 0O X
|- Folder Selection_‘, EHceptions\, I &bk, Logon“
Folder Selection
Source: |C:\Program FilesWPeerlockizource < Lﬂ
Target: |E:\Program Files\PeerLockMtarget 2 l_-‘
+|Include sub-folders
| &dd || Caneel || Hep

Folder Selection

This screen is used to add a new selection. By default this selection contains a source
and target sub-folder of the installed folder with Include sub-folders enabled and a mask
that includes all files. You can access this screen via the Action --> Selections --> Add
menu item, by double clicking the <Double-Click Here to Add Selection> item in the
Selection List, by right- clicking on the Selection List and selecting Add from the popup
menu, or by clicking on the Add button located on the Selection List Status Bar.

Source You may select a Source folder by typing the file path into the
field provided, dragging and dropping from MS Windows
Explorer into the field provided, or by using the Select Source
Button to the right of this field. All source folder selections
must reside on the local machine.

Click on the brows button to the right of this field to navigate to
the desired Source directory: once this box has opened, locate
your chosen Source folder, select it using the left mouse
button, and click "OK", or by double-clicking the Source field.
This selection requires that the machine on which PeerlLock is
running has full access to the desired source directory.

Target You may select a Target folder by typing the file path into the
field provided, dragging and dropping from MS Windows
Explorer into the field provided, or by using the Select Target
Button to the right of this filed. For multiple target selections
use a semi-colon delimiter as depicted above.

For remote Target locations we recommend providing the
UNC paths to the desired locations.

Click on the brows button to the right of this field to navigate to
the desired Target directory: This button will display a ‘Target
Folder Selection' dialog that will allow you to add targets. To
add a Target folder, click New, then type the desired Target
folder into the field located at the bottom of the dialog, or you

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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may use the browse for folder button. This button opens a
"Browse for Folder" dialog box: once this box has opened,
locate your chosen Target folder, select it using the left mouse
button, and click "OK." Repeat this process for each desired
target folder. Target folders can be deleted by selecting them
from the list and clicking the Delete key at the bottom of the
dialog box. Once you have finished, click the OK button. The
dialog will close and all of the Target folders you have
specified will automatically appear in the Target field in the
proper format (separated by semi-colons).

This selection requires that the machine on which PeerSync is
running has full access to the desired Target directory. In
some instances Network Logon may be required.

Include sub-folders

Option to enable/disable the including of sub-folders of for the
current selection.

Notes:

1. Please refer to Product Editions for Selection Limits.

2. PeerLock allows for 255 Source Selections with each allowing for up to 100 Targets.

3. Folders can be dragged and dropped from MS Windows Explorer into these fields.

4. The drop-down lists will be dynamically populated with source-target folders, as they are set.

5. You can delete items from drop-down lists by dropping the list and selecting the item and pressing the delete

key.

6. UNC names can be entered manually, or can be selected from the Network Neighborhood.

7. UNC names will appear in the form: \COMPUTER\SHAREDDEVICE\PATH

1.4.4 Update Selection Screen

"I PeerLock - Update Selection

| Folder Selection '| ExceptionsT Metwark Lagan |

Folder Selection

Source: | Chleers

Target: | “iwork stationd\CEU serssWWork stationB A\ CEsU sers = L

[+]Inciude sub-folders

Update . Cancel . Help

Folder Selection

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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This screen is used to update an existing selection. You can access this screen via the
Action --> Selections --> Update menu item, by double clicking an existing item, by
right-clicking on the Selection List and selecting Update from the popup menu, or by
clicking on the Update button located on the Selection List Status Bar.

Source

You may select a Source folder by typing the file path into the
field provided, dragging and dropping from MS Windows
Explorer into the field provided, or by using the Select Source
Button to the right of this field. All source folder selections
must reside on the local machine.

Click on the browse button to the right of this field to navigate
to the desired Source directory: once this box has opened,
locate your chosen Source folder, select it using the left mouse
button, and click "OK," or by double-clicking the Source field.
This selection requires that the machine on which PeerLock is
running has full access to the desired source directory.

Target

You may select a Target folder by typing the file path into the
field provided, dragging and dropping from MS Windows
Explorer into the field provided, or by using the Select Target
Button to the right of this filed. For multiple target selections
use a semi-colon delimiter as depicted above.

For remote Target locations we recommend providing the
UNC paths to the desired locations.

Click on the brows button to the right of this field to navigate to
the desired Target directory: This button will display a ‘Target
Folder Selection' dialog that will allow you to add targets. To
add a Target folder, click New, then type the desired Target
folder into the field located at the bottom of the dialog, or you
may use the browse for folder button. This button opens a
"Browse for Folder" dialog box: once this box has opened,
locate your chosen Target folder, select it using the left mouse
button, and click "OK." Repeat this process for each desired
target folder. Target folders can be deleted by selecting them
from the list and clicking the Delete key at the bottom of the
dialog box. Once you have finished, click the OK button. The
dialog will close and all of the Target folders you have
specified will automatically appear in the Target field in the
proper format (separated by semi-colons).

This selection requires that the machine on which PeerSync is
running has full access to the desired Target directory. In
some instances Network Logon may be required.

Include sub-folders

Option to enable/disable the including of sub-folders for the
current selection.

Notes:

1. Please refer to Product Editions for Selection Limits.

2. PeerLock allows for 255 Source Selections with each allowing for up to 100 Targets.

3. Folders can be dragged and dropped from MS Windows Explorer into these fields.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved
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145

4. The drop-down lists will be dynamically populated with source-target folders, as they are set.

5. You can delete items from drop-down lists by dropping the list and selecting the item and pressing the delete

key.

6. UNC names can be entered manually, or can be selected from the Network Neighborhood.

7. UNC names will appear in the form: \COMPUTER\SHAREDDEVICE\PATH

Exceptions
"I@ PeerLock - Update Selection = 0O X
i- Folder SelectionT Exceptions ]. I &bk, Logon“
Include Files
Ezxclude Files
|.TMP.PSTMP. PSBAK EXE.BAT.CMD. 55 DLL.™; el )
Exclude Folders
[\PSLOCKY fed )
Update ( LCancel ( Help

Exceptions

Provides ability to select files/folders to be included/excluded at the Job/Selection level.

Include Files

Select an inclusion by typing file types into the field provided,
dragging and dropping files from MS Windows Explorer into
the field provided, or by using the button to the right of this
field. For multiple selections use a semi-colon delimiter.

The button to the right of this field will display a selection dialog
that will allow you to add inclusions. To add an inclusion, click
New then type the desired string (i.e. *.doc) into the field
located at the bottom of the dialog. Repeat this process for
each desired strings. Strings can be deleted by selecting them
from the list and clicking the Delete button at the bottom of the
dialog box. Once you have finished, click the OK button. The
dialog will close and all of the strings you have specified will
automatically appear in the Include Files field in the proper
format (semi-colon delimited).

Exclude Files

Enter an exclusion by typing file types into the field provided,
dragging and dropping files from MS Windows Explorer into
the field provided, or by using the button to the right of this
field. For multiple selections use a semi-colon delimiter.

The button to the right of this field will display a dialog that will
allow you to add file exclusions. To add an exclusion click New
then type the desired string (i.e. *.doc) into the field located at
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the bottom of the dialog. Repeat this process for each desired
exclusion. Strings can be deleted by selecting them from the
list and clicking the Delete button at the bottom of the dialog
box. Once you have finished, click the OK button. The dialog
will close and all of the strings you have specified will
automatically appear in the Exclude Files field in the proper
format (semi-colon delimited).

Exclude Folders Enter a folder exclusion by typing the folder names or paths
into the field provided, dragging and dropping the folders from
MS Windows Explorer into the field provided, or by using the
button to the right of this filed. For multiple selections use a
semi-colon delimiter.

The button to the right of this field will display a dialog that will
allow you to add folders. To add an exclusion click New then
type the desired string (i.e. System32) into the field located at
the bottom of the dialog. Repeat this process for each desired
exclusion. Folders can be deleted by selecting them from the
list and clicking the Delete button at the bottom of the dialog
box. Once you have finished, click the OK button. The dialog
will close and all of the folders you have specified will
automatically appear in the Exclude Folders field in the proper
format (semi-colon delimited).

Hint: Dragging and dropping files and folders onto the desired include/exclude fields is the fastest way to specify
exceptions. Dragging and dropping the files/folders on these fields will cause PeerLock to dynamically enter only
the file extensions or folder names in the specified field. Dragging and dropping the files/folder on top of the button
to the right of these fields will cause PeerLock to enter the full name of the files or the full path of the folders.

1.4.6 Network Logon

"I PeerLock - Update Selection - O X

i- Folder Selection \| Exceptions ] Metwork Logon

Source Metwork Logon Settings

Corhect Az | e

Pazzword:

Target Metwork Logon Settings

Conhect A 2

FPazzword:

Update . Cancel . Help

Source Network Logon Settings

Provides the ability to connect to a source folder that may require a different account then
the one PeerLock is running under.

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved



PeerLock Help 13

Connect As Provide the user name to allow PeerLock connection to the
source directory that is not accessible using the current logged
on account. Be sure to include the domain name if applicable
(i.e. MyDomain\UserName).

Password Enter the password information for login.

Target Network Logon Settings

Provides the ability to connect to a target folder that may require a different account then
the one PeerLock is running under.

Connect As Provide the user name to allow PeerLock connection to the
target directory that is not accessible using the current logged
on account. Be sure to include the domain name if applicable
(i.e. MyDomain\UserName).

Password Enter the password information for login.

1.4.7 Message Dialog

"= PeerLock Messages

File Options

Messages: 4

There are no valid to be p

Detail: Possible Selection Emor

Could Mot Create/Goto Target Foer: \\machle‘I\Users
Could Mot Create/Goto Target Folder: Ysmachine2U sers
Could Mot Create/Gota Target Folder: Ysmachine34W sers

Date:  7/9/2007 5:36:16 PM  [3 Instances]

HMax Count: 25 %

Message Dialog

on that message.

The message dialog displays any messages that have occurred during the current
operation. You can specify the Max Count by selecting this value for the amount of
messages to retain. You may also view the date and details for each message by clicking

Message Count

This is the number of "unique" messages being displayed. If a
message is reported more than once, the number of instances
will be specified at the end of the 'Date’ field.

Max Count

This is the maximum number of messages that the dialog will
retain.

File Menu

Close Message Dialog

Selecting this option will close the Messages dialog. To reopen
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the Messages dialog, click on the Messages label located on
the Lock/Release List Status Bar.

Terminate Application | This menu item will terminate PeerLock.

Options Menu

Auto Display Allows you to turn On/Off the Auto Display option. If Auto
Display is enabled, the Messages dialog will be shown
automatically when an error occurs,.

Show Icon on Tray Provides ability to hide/show the Tray Icon. By default the Tray
Icon is displayed at runtime when PeerLock has been started
and is in a running state.

Clear Message List Selecting this option will remove all messages shown in the
Messages list.

Log File Provides a quick way to View and Clear the current log file.

Show Application When running PeerLock in a minimized state, not visible, the

Messages dialog should show up automatically by default and
messages are received, selecting this option from the
Messages dialog will open the PeerLock application.

1.4.8 Selection List Popup Menu

Select Columns. ..

&dd
IIpdate

Delete

Folders r

Selection List Popup Menu

Display the Selection List Popup Menu by right-clicking on the Selection List, This menu
can only be accessed while PeerLock is not in a running state.

Select Columns... Displays a dialog from which you can choose to show/hide
specific Selection List columns. The Source and Target
columns will be displayed at all times and cannot be hidden.
You can hide/show the entire Selection List by
disabling/enabling the Selection List item within the View
menu.

Add Use this option to add a new selection. The Add Selection
Screen will be shown to guide you through the source/target
folder selection process.

Update Use this option to update an existing selection. The Update
Selection Screen will be shown to guide you through the
source/target update process.
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Delete

Provides ability to delete the current selection.

Folders

Provides ability to open and display the source and target
folders of the current selection. If the folders do not exist
PeerLock will create them. It also gives you the ability to close
all opened source and target folders of the current selection.

1.5 Global Options

1.5.1 Detection Options

Peerlock - Global Options - 0O X

Detection Type
v|Use Local Detection

Lse File Server Mode Detection

Target File Options

Local Detection Options
| Check for File Open On Detection
| Check for File Mame In Caption
+ | Strip File Path
Strip File E stention

| Detection Options | Lock Optionz | Release Dptions. Froduct Interaction | Intemal File Management. Application Inchuide/Exciude | Heporting-

v | Detect Filez when Target Does Mot Exist [Create Target Stub File]

Lancel Help

Detection Type

Both Local and File Server Mode Detection can be selected for complete locking on
machines that may have files opened both locally and from other machines over the
network. We do not recommend using Local Detection on a server or any other machine
acting as a server unless files are actually opened on that machine by a local user.

Use Local Detection

With this option enabled PeerLock will be able to detect source
file open events that occur locally. Changes will be detected in
Real-Time as source files are opened. Files opened prior to
PeerLock running will not be detected.

Use File Server Mode
Detection

The Server Detection mode allows PeerlLock to detect source
file open events that occur across the network. It will not do
real-time detection as the Local Detection mode. It will poll
opened files from the Windows Open Files list based on the
Lock Frequency. Therefore it will be able to detect files that

were opened prior to PeerLock being started. This option is
enabled by default.

Target File Options

Detect Files when

If the opened source file does not have a corresponding target

Copyright © 1994-2008 Peer Software Inc. All Rights Reserved



16

PeerLock Help

Target Does Not Exist
(Create Target Stub
File)

file, PeerLock will create a O size stub file on the remote target
location(s). The stub file will be removed/cleared upon release
of the source file. When using PeerSync with this option
enabled, the stub file will be excluded by PeerSync. This
feature will prevent files from being added to the target while
its corresponding source file is open.

Important Note: We recommend that you don't enable this
option if you are using DFS Replication instead of PeerSync. If
PeerLock detects that PeerSync has been installed then this
option will be enabled by default. If PeerSync has not been
installed, then this option will be disabled.

Local Detection Options (These options only apply when using Local Detection mode)

Check for File Open On
Detection

This method is used to determine whether PeerLock received
a false open notification. PeerLock will trying to gain an
exclusive handle to a recently opened source file. If it can
place a handle on the file then it has received a false detection
and the file is not open.

Check for File Name In
Caption

Provides a second criteria by which PeerLock can determine
whether the source file is open. It will check for the file name
caption on the local computer then try to gain an exclusive
handle to it. If it can place a handle on the file then it has
received a false detection and the file is not open.

Strip File Path

When checking for file names in the caption PeerLock will
search the file names by stripping off the file paths if they are
present.

Strip File Extension

When checking for file names in the caption PeerLock will
search the file names by stripping off the file extensions if they
are present.

Note: Global Option settings apply to all Jobs/Selections.
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PeerLock - Global Options - 0O X

Lock Frequency

Check for locked source files every: 1
Lock Type to Apply to Tanget
Allow Mo Access

Allow Read Access

¥ | aillow Access based on Source File

Detection O ptiors | Lock Optianz | Releaze Optiariz | Praduct Interaction | Intemal Fils tanagemeant ] Application Include/E sclude ] Reporting ]

@ zecond(s]

Ok [ Lancel . Help

Lock Frequency

Check for locked
source files every x
second(s)

Represents the interval, in seconds, of how often PeerLock will
check for locked source files. Once PeerLock detects that a
source file is locked it will lock the corresponding target files.
Default value is every 1 second.

Lock Type to Apply to Target

Allow No Access

PeerLock will use an exclusive handle to lock the
corresponding target files. This method will completely lock out
users from accessing the target files.

Allow Read Access

PeerLock will allow Read access for all locked target files. This
method will allow the user to open files in a Read Only mode.

Allow Access based on
Source File (Default)

PeerLock will take into account the source file access and
replicate the same exact handles to the target files. PeerLock
will apply the same type of handle to the target file that is
currently applied to the source file. This method will lock out
users from the target file in the same fashion they are locked
out from the source. This option is beneficial when working
with applications that allow for various types of file access (i.e.
some files are opened for read and write access while other
related files will be opened for read only access).

When using this feature, if the type of source lock is modified
by the application maintaining the lock, PeerLock will reassign
the new type of lock to the target file without releasing the file
from the Locked list. Also, if there are multiple locks on the file
PeerLock will merge or combine the lock type permissions
together to use one complete lock to apply to the
corresponding target file(s).
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1.5.3

This option is enabled by default.

Note: Global Option settings apply to all Jobs/Selections.

Release Options

PeerlLock - Global Options - 0O X

Releaze Frequency

Check for released souce files svery: |3 zecond(s]

Pre Release Options

Set |dle time before releasing files b | B zecond(s]

Local Detection Pre Releage Options

“wait for Azsociated Application to Close

Post Releasze Options
| Trioger Event on Release of Files
*: Beapply Source Modified Time 7 Update Source Modified Time

Ihclude Manually Released Files

| Detection Options | Lock. Optionz ] Releaze Options | Product Interaction 1

Internal File b anagement 1 Application Include/E xclude 1 R eporting 1

Include files that hawve not been updated [Source Modified Time has not changed)

Ok [ Lancel . Help
. L

Release Frequency

Check for released
source files every x
second(s)

Represents the interval of how often PeerLock will check that
the locked source files are still in a locked state. Once
PeerLock detects that a locked source files has been released
PeerLock will release the corresponding target file or enter the
Idle state. Once an item is released it will be added to the
Release list. The default value is every 3 seconds.

Pre Release Options

Set Idle time before
releasing files to x
second(s)

Represents the interval of how long the target file will remain
locked once the source file has been released. When the
source file is closed PeerLock will wait x seconds before
releasing the target file. During this period the file entry in the
Locked list will be highlighted Yellow. This feature is intended
to protect the releasing of files during file opens and saves.
Certain applications may temporary release files during these
procedures. With this feature enabled PeerLock will wait the
set period of time to make sure the file is fully released before
unlocking the corresponding target files. Once an item is
released it will be added to the Release list. The default value
is every 3 seconds.
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Local Detection Pre Release Options (Applies when using Local Detection mode)

Wait for Associated
Application to Close

PeerLock will wait for the associate application to close before
releasing the lock handle from the corresponding target file(s)
(i.e. Word, Excel, etc). Once an item is released it will be
added to the Release list.

Post Release Options

Trigger Event on
Release of Files

If the source file was been modified/updated while it was
opened, PeerLock will re-apply the original modified date/time
stamp to the source file once it is closed/released. This
method will trigger an update event to be detected by
PeerSync.

Reapply Source
Modified Time

If the source file was been modified/updated while it was
opened, PeerLock will apply the current date/time stamp to the
source file once it is closed/released. This method will trigger
an update event to be detected by PeerSync.

Update Source Modified
Time

If a file was manually forced to be released, this method will
run through the process of triggering an event on the source
file (based on which of the trigger events are selected). By
default this option is disabled because we don't want to cause
a trigger event if the source file may still be opened.

Include Manually
Released Files

This option will allow for triggering of files that have been
manually released. By default this setting is disabled.

Include files that have
not been updated
(Source Modified Time
has not changed)

This option will allow for triggering of files that may have been
open but not updated. By default this setting is disabled.

Note: Global Option settings apply to all Jobs/Selections.
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1.5.4 Product Interaction

| PeerLock - Global Options - O X

| Detection O ptions ] Lack Optians ] Felease Dptians ] Praduct Interaction] Intermal File M anagenent ] Application Include/E sclude ] Reporting

Product Interaction Options
Interact with PeerSync
Interact with Femote Pesrlocks

QK LCancel Help

Product Interaction Options

Interact with PeerSync | If this option is checked PeerLock will interact with other
and/or Save-N-Sync PeerSyncs by excluding their corresponding temporary files
from being locked (i.e. *.pstmp, *.brtmp).

Interact with Remote If this option is checked PeerLock will interact with other
PeerLocks PeerLocks by excluding their corresponding temporary files
from being locked (i.e. *.pslock).

Notes:

1. If one of the above options are checked, PeerLock will create a hidden temporary system file in the target
directory (*.pslock).

2. Global Option settings apply to all Jobs/Selections.
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1.5.5 Internal File Management

| PeerLock - Global Options = O X

i' Detection O ptions |' Lack Optians |' Felease Dptians |' Praduct Interaction ] Intermal File Management I Application Inchude/E sclude |. Reporting

Cache Management

Cache Locked File History

Clear Cache at Start . |

k. [ Lancel . Help

Cache Management

Provide ability to track and remove temporary files used by PeerLock.

Cache Locked File
History

Maintains a list of all the files locked by PeerLock in the
PeerLock installation folder (...\PeerLock\Cache\LFCache.txt).
If the Clear Cache at start option is enabled, at the start-up of
PeerLock, it will refer to this list to clean up the stub files and
lock files left behind on the target folder. Alternatively this can
be done manually by hitting the clear cache button. This
setting is enabled by default.

Clear Cache at Start

Clears out the cache file located in the Cache folder in the
PeerLock installation folder when PeerLock is starting and
begins to lock files down. This setting is enabled by default.

Note: Global Option settings apply to all Jobs/Selections.
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1.5.6 Application Include/Exclude List

PeerLock - Global Options = O X

| Detection Dptions\_ Lack Dptions\_ Felease Dptions\_ Praduct Interaction\_ Intermal File Management] Application Inchude/E sclude [ Reporting 1

Applications to Include and Exclude

<

Include: | *

Erclude: | TASKMGR EXE FASTFIND EXE.RTWSCAN.EXEOFMNT EXE NAVAPSYT EXE MAVAPW 32 EXE BLACKICE EXE BLACKD.E|

<

Ok [ Lancel . Help
L L

Applications to Include and Exclude

The Application Include/Exclude Lists menu item, accessible from the Options Menu,
displays the above dialog. This dialog allows you to select applications to include and/or
exclude from the event detection used to determine open source files.

Include Use this field to determine which applications to include in the
event detection used to determine open source files. The
default setting (*) includes all applications. Multiple Includes
can be wused and are semicolon delimited (i.e.
WINWORD.EXE;EXCEL.EXE). Includes are not case
sensitive, i.e. "A" = "a". Includes can be typed manually, or can
be specified using either the drop-down list located or the
Include Applications Button to the right of the field.

Include Applications Opens an "Include Applications" dialog box into which
Button application names may be entered. To add an application to
include, click "New," then type the desired application name
into the field located at the bottom of the dialog. Repeat this
process for each desired application to include. Includes can
be deleted by selecting them from the list and clicking the
"Delete" key at the bottom of the dialog box. Once you have
finished, click the "OK" Button. The dialog will close and all of
the Includes you have specified will automatically appear in the
Include Applications field in the proper format (separated by
semicolons).

Exclude Use this field to determine which applications to exclude in the
event detection used to determine open source files. The
default setting includes a list of applications that may trigger
unwanted detection. Multiple Excludes can be used and are
semicolon delimited (i.e. EXPLORER.EXE;PeerLock.EXE).

Excludes are not case sensitive, i.e. "A" = "a". Excludes can
be typed manually, or can be specified using either the

drop-down list located or the Exclude Applications Button to
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the right of the field.

Exclude Application
Button

Opens an "Excludes Applications" dialog box into which
application names may be entered. To add an application to
exclude, click "New," then type the desired application name
into the field located at the bottom of the dialog. Repeat this
process for each desired application to exclude. Excludes can
be deleted by selecting them from the list and clicking the
"Delete" key at the bottom of the dialog box. Once you have
finished, click the "OK" Button. The dialog will close and all of
the Excludes you have specified will automatically appear in
the Exclude Applications field in the proper format (separated
by semicolons).

Note: Global Option settings apply to all Jobs/Selections.

1.5.7 Reporting

" [E Peerlock - Global Options - 0O X
i' Detection O ptions ] Lack Optians ] Felease Dptians ] Praduct Interaction \| Intermal File M anagement ] Application Include/E sclude ] Reporting
Reporting
O | C:\Pragrar Files\PeerlLock\PeelLock lag [i
Set Magimum Log File Size to 100000 (2 Bytes | view || Cea
Set Mumber of Backup Files to | 2 @
QK [ Lancel . Help

Reporting

import into a spread sheet.

All known information at the time of an event is logged in a tab delimited format with
column headers for the start and stop of a PeerLock locking session. This allows for easy

On

Selecting and turning this option On/Off will enable/disable log
file reporting. Once checked, select a log file by typing the file
path into the field provided, or by using the search button to
the right. By default, the log file field will use the path in which
the application has been installed: in most cases this will be
'C:\Program Files\PeerLock' and will assume a default log file
name such as PeerLock.log.

Set Maximum Log File

Size to x Bytes

Allows you to specify the maximum size of the log files to be
created.
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Allows you to specify the amount of backup log files to be
created. If you set the number of backup log files to 0 then at
the time your log file reaches its maximum size it will be
deleted and recreated on the next log entry. If you set the
number of backup log files to a value of 1..n then when your
log file reaches its maximum size it will be renamed to a file
with the extension .bak plus the number the backup file is.
Example: Setting the number of backup log files to 2 will
produce the following log files:

Set Number of Backup
Files to x

LogFileName.log
LogFileName.bakl
LogFileName.bak2

(newest information)

(oldest information)

When this is selected the log file will be displayed in the default
text editor.

View

When this is selected the log file will be cleared. The entire
contents of the log file will be deleted leaving behind only an
empty file.

Clear

Notes:
1. The drop-down lists will be dynamically populated with log file names, as they are set.
2. Files can be dragged and dropped from MS Windows Explorer into the 'Reporting’ field.

3. Global Option settings apply to all Jobs/Selections.

1.6 Lock/Release List

1.6.1 Locked List

[ Lacked Files: 12 | Release Files: 12 |

T arget File Path Locked Duration  Accessed By T arget Open Mode Source File Path

WwforkstationdACHsershDocl.dos 94159/2007 1:33:43 P 00:05:49  Unknown Read+wiite C:iUsersh\DocT. doc
WWiworkstationBAC$Wsers\Docl.doc 9/419/2007 1:33:43 PM  00:05:49  Unknown Read+wiite C:4Uzers\DocT . doc
Wlorkstationd\C$UzershDocZ doc 941972007 1:35:44 PM 00:0%:48  Unknown Read+w/ite C:\Ugers\Doc? doc
WwforkstationBACH sershDoc2 doc 94159/2007 1:33:44 P 00:05:48  Unknown Read+wiite C:iUsersh\Doc2, doc
WWiworkstation8 AL sers\Doc3.doc 9/419/2007 1:33:45 P 00:05:47  Unknown Read+wiite C:4Uzers\Doc3. doc
WwlorkstationBAC$sUsershDoc3.doc 941972007 1:35:45 P 00:0%:47  Unknown Read+write C:hUzershDoc3 doc
WwforkstationdACEN sershinfork ] wls - 94159/2007 1:33:48 P 00:05:44  Unknown Read+wiite CiUsershiwfark].ls
WWiworkstationBACHWsershinfork ] wlz 9/19/2007 1:33:48 P 00:05:44  Unknown Read+wiite C:hUzershiwiork.xls
Wwlorkstationd\C U sershwiork 2 xls 941972007 1:33:49 P 00:05:43  Unknown Read+write C:hU sershwiork 2 sls
WwforkstationBACE W sershinfork2 iz 94192007 102249 P 00:0%:43  Unknown Read+w/ite Coilsershinfork 2. xls
WiworkstationS AL sershiwfork 3 elz - 9/19/2007 1:33:50 P 00:05:42  Unknown Read+wiite C:iUzershiwiork 3. xls
WwlorkstationBACEsUsershwiork 3 xls 941972007 1:33:50 P 00:0%:42  Unknown Read+write C:hUsershwiork 3sls

Locked List Columns

This panel contains all information captured about the source an